
St o p  M e s s in g  Up  
Vu ln e ra b ilit y  M a n a ge m e n t

Da vid  Qu a r t a ro lo



Vu ln e ra b ilit y  M a n a ge m e n t  is  NOT s e xy

Bo rin g
No  Ar t if icia l In t e llige n ce  (AI) 
No  M a ch in e  Le a rn in g  (M L)
No  Hyp e ra u t o m a t io n
No  Qu a n t u m  Co m p u t in g
No  Eve ry t h in g  a s  a  Se rvice  

Te ch n o lo gy  Bu zzw o rd  To t a l = 0  

2

No  Dis t r ib u t e d  Clo u d
No  M u lt ie xp e r ie n ce
No  Ext e n d e d  Re a lit y  (XR)
No  Blo ckch a in
No  M e t a ve rs e /M u lt ive rs e  



Hello!

I am  David  Quar tarolo
◈ In fo rm a t io n  Sys t e m s  Se cu r it y  En g in e e r  @ Se ct igo
◈Pro fe s s io n a l Op e n - So u rce  De ve lo p e r  @ Act ive  Co u n t e rm e a s u re s
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Wh a t  A.I. t h in ks  Vu ln e ra b ilit y  M a n a ge m e n t  lo o ks  like :
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WHAT IS IT?
Cyclical practice of identifying, classifying, prioritizing, 
remediating, mitigating, and reporting vulnerabilities.
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Cla s s ify in gPr io r it izin g

M it iga t in g

Remediati
ng

Id e n t ify

Re p o r t in g



How can we assess the environment when 
no one  knows what it is?

No t  Ha vin g  A 
Pro p e r  In ve n t o ry
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Don’t Screw Up Your  Inventory

◈ Aligns with CIS Controls v8 Control 1
◈ Accessible to all IT Staff 
◈ Consistantly Assessed

Bonus Points
○ API
○ Automation
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In ve n t o ry?

◈ Physical Devices
◈ Virtual Machines
◈ Applications
◈ Libraries
◈ Containers?
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Vulnerability Management is filled with 
repetitive taks. Stop wasting your time!

No t  Ha vin g  Ad e q u a t e  
Au t o m a t io n
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Au t o m a t io n

◈ Au t o m a t e  t h e  re p e t it ive  (e s p e cia lly  re m e d ia t io n ) 
◈ Bu y So f t w a re  if  yo u  a re  n o t  a  d e v
◈ Be  Ch o o s y
◈ Orga n iza t io n  Size  De p e n d e n t
◈ St a n d a rd iza t io n  m a ke s  a u t o m a t io n  e a s ie r
◈ Th e  b a d  gu ys  a u t o m a t e  e ve ry t h in g! 
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Tell me again, HOW bad is it?

No t  Ha vin g  Su ff icie n t  
M e t r ics
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M e t r ics

◈ Eva lu a t e  Co ve ra ge
◈ Qu a n t ify  Ris k
◈ CVEs ?
◈ VPR?
◈ Cu s t o m ?

12



The exception list hasn’t been updated since 
I been here  because  no one  knows where  it 
is. 

No t  De f in in g  An  Exce p t io n  
M a n a ge m e n t  Po licy
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Exce p t io n  M a n a ge m e n t

◈ Do n ’t  Ske w  re p o r t in g
◈ Re vie w  Of t e n
◈ Ap p ro ve d  b y  CISO / De p a r t m e n t  He a d
◈ Exce p t io n  Lis t  Acce s s ib le  b y  Eve ryo n e
◈ Pro p e r  Exce p t io n  Lis t  

○ Exp ira t io n
○ Ap p ro ve d  Re a s o n
○ Ap p ro va l Au t h o r it y
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Compliance said we needed a policy so we 
downloaded one .

Ha vin g  a  Bo o t s t ra p  
Vu ln e ra b ilt y  M a n a ge m e n t  
Po licy
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Cre a t e  a  Vu ln e ra b ilit y  Po licy
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How much translates into new engineers or  
budget?

No t  Ha vin g  Ap p ro p r ia t e  
Re p o r t in g
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Re p o r t in g
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• M e t r ics  + Re p o r t in g  m e a n  n o t h in g  if  n o t  d e live re d .

• M e t r ics  + Re p o r t in g  m e a n  n o t h in g  w it h o u t  yo u r  e xce p t io n  lis t .

• (M e t r ics  + Exce p t io n s ) == Re p o r t  - > De live re d  t o  m a n a ge m e n t  t e a m

Th is  h e lp s  m a n a ge m e n t  u n d e rs t a n d  o rga n iza t io n a l r is k. 



Time for politics!

No t  Ha vin g  a  Re cu rr in g  
VM  M e e t in g

19



VM Meetings
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• Fo rm  a  “Vu ln e ra b ilit y  M a n a ge m e n t ” Co m m it t e e

• Ke e p  M e e t in gs  Sh o r t

• Re vie w  M o n t h ly  VM  Re p o r t

• So cia lize  t h e  VM  Pro gra m ’s  Age n d a

Vulnerability Management takes a 
village. This process merits a little time 
every month to ensure it’s success.



How much is a lot?

No t  De f in in g  A VM  Sco p e
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Scope
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• En s u re  yo u r  s co p e  is  cle a r ly  d e f in e d  in  yo u r  VM  Po licy

• Do cu m e n t  e xce p t io n s  PER Sco p e

• Ne e d s  t o  b e  co n s t a n t ly  re e va lu a t e d

• Sca n n in g  n e e d s  t o  b e  d e f in e d  PER Sco p e

• SLAs  n e e d  t o  b e  d e f in e d  PER Sco p e

• Sco p e  n e e d s  t o  b e  d e f in e d  b y  Bu s in e s s  Pro ce s s  (Like  e ve ry t h in g  e ls e  in  In fo Se c)

• Crit ica l Sys t e m s  Tie r in g  M e t h o d o lo gy?



Vulnerability Management != Patch Management

No t  Pe r fo rm in g  Ba s e lin in g
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Ba s e lin in g
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Ba s e lin in g  (AKA Be n ch m a rkin g)
Be s t  p ra ct ice  fo r  s e cu re ly  co n f igu r in g  s ys t e m s .

• Tune baselines to your organization.

• Baselining should be done before and after patching.

• Get baselines from CIS (one way or another).

• Exceptions from baselines STILL NEED TO BE 
DOCUMENTED.



The right people must be in the know!

No t  Ha vin g  Tra n s p a re n cy
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Transparency
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• In d ivid u a ls  t h a t  n e e d  in fo rm a t io n  n e e d  t o  a lw a ys  h a ve  a cce s s  t o  it !

• Do n ’t  lie  o r  e xa gge ra t e  o n  re p o r t in g  o r  m e t r ics .

• Us e  re p o r t in g  a n d  m e t r ics  t o  e va lu a t e  b u s in e s s  r is k!

• Ke e p  o t h e r  p a r t s  o f  t h e  b u s in e s s  in  t h e  kn o w  (if  a llo w e d ).

• Co n t e xt  is  EVERYTHING! M a ke  s u re  yo u  ke e p  m a n a ge m e n t  a p p r is e d  o f  re a l-
w o r ld  e ve n t s .



“
I have more  concerns about potential r isks and 
vulnerabilities than most people.
- Nouriel Roubini
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Thanks!

Any questions?
@d_quartarolo

/in/david-quartarolo/

but-i-am-dominator
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Extra Resources
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Resources

◈ Netbox

◈ Ansible

◈ VPR

◈ CIS Benchmarking
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https://github.com/netbox-community/netbox
https://www.ansible.com/
https://docs.tenable.com/tenableio/Content/Analysis/RiskMetrics.htm
https://www.cisecurity.org/cis-benchmarks/
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